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networking: a wonderful success

for everyday life
= Web, VolP, social networking, content providers ...




networking: a wonderful success

(Internet) a remarkable story
=from research experiment to global infrastructure

ARPANET LOGICAL MAP, MARCH 1977
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https://en.wikipedia.org/wiki/Internet

networking: a wonderful success

innovations take rapid transitions

Ahmed Khurshid., et al. “VeriFlow: Verifying
Network-Wide Invariants in Real Time”
https://www.usenix.org/conference/nsdil 3/

technical-sessions/presentation/khurshid
NSDI 2013

3 years, $8.2 million

Veriflow Nabs $8.2 Million For Clever Ideas About Network
Outage Prevention

JULY 19, 2016 BY DREW CONRY-MURRAY

Startup Veriflow Networks has landed $8.2 million in series A funding. The A round was led by
Menlo Ventures, along with its existing investor New Enterprise Associates.

http://packetpushers.net/veriflow-nabs-8-2-million-
clever-ideas-network-outage-prevention/



https://www.usenix.org/conference/nsdi13/technical-sessions/presentation/khurshid
https://www.usenix.org/conference/nsdi13/technical-sessions/presentation/khurshid
http://packetpushers.net/veriflow-nabs-8-2-million-clever-ideas-network-outage-prevention/
http://packetpushers.net/veriflow-nabs-8-2-million-clever-ideas-network-outage-prevention/

inside the ‘Net’: a different story

network systems
= increasingly complex

network management
- a black art
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NETWORKVERIFICATION WITH
VERIFLOW
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Blog: Aligning Your Technology
Strategy with Your Business Strategy

& microsoft.com/en-us/research/pr St

Blog: Getting to AWS S3

B Microsoft |

Blog: Cisco ThousandEyes

Blog: NetBeez 2021 Update

Did my Networking Field Day (#NFD13) blog about Forward Networks (@FwdNetworks) catch your eye? Do you
need to verify that changes won'’t break your network? Or that there are no loopholes in your security?

Forward Networks defined a somewhat new network and security tool category with its announcement at

#NFD13. Specifically, “Network Assurance” — making sure your network and changes will meet your
specifications of correct behavior. See the blog | wrote for more about Forward Networks.

Network Verification

Half-Day Tutorial: Network Verification

Monday 17th August, Afternoon Session

Presenters
ACM SIGCOMM 2021 TUTORIAL: Introduction to :
Network Verification
| i Tutorial Program —

The tutorial has an associated Slack channel for discussions. Click on the link below to visit it. If you're asked to sign in, use the
workspace name "sigcomm.slack.com® to sign up or sign in.

Go to Tutorial Slack channel

(O\ Filter items... ]

Friday, August 27th 13:00-17:00 (UTC-4, New York), 19:00-23:00 (UTC+2, Paris)

1:00 bm - 2:15 bm Session |



network management, an anatomy

(packets)
objects

ad-hoc protocols, more
systematic software
defined networking

ping, traceroute, formal
analysis with stronger
guarantee

cause .
structure semantics



network management, an anatomy

(packets)
objects

ad-hoc protocols, more
systematic software
defined networking

ping, traceroute, formal
analysis with stronger
guarantee

cause .
structure semantics
(why/how)



network management, this work

(packets)
objects

ad-hoc protocols, more
systematic software
defined networking

ping, traceroute, formal
analysis with stronger
guarantee

cause
(why/how)

A

our approach: relational database and its

neighboring disciplines — deductive

reasoning, knowledge representation and (the chase)
reasoning, logic programming, artificial

intelligence ...

(relations,

) structure data )
datalog

semantics ( .
dependencies




explain how and which fragment
objects why an intention is causes what
implemented by a anomaly?
soup of
structures!?

what
a procedure modification
finding the corrects which

minimal? anomaly?

cause . ,
semantics formalize
(why/how) network
minimality — a
smallest structure

structure

— for an
intention



an example

rewrite:

(A,C)—(AD)

is the firewall effectively
installed?

i.e., can hosts belong to B still
send traffic to those in C? O

rewrite: firewall:
(B,C)—(A,C) drop (B,D)



an example

rewrite:

(A,C)—(AD)

is the firewall effectively
installed?

i.e., can hosts belong to B still
send traffic to those in C? O

rewrite: firewall:
(B,C)—(A,C) drop (B,D)



an example

rewrite:

(A,C)—(AD)

is the firewall effectively
installed?

i.e., can hosts belong to B still
send traffic to those in C? O

rewrite: firewall:
(B,C)—(A,C) drop (B,D)

existing approach
=inject input traffic into B, and observe output at C



semantics-based network transformation

rewrite:

(A,C)—(AD)

is the firewall effectively
installed?

i.e., can hosts belong to B still
send traffic to those in C? O

rewrite: firewall:
(B,C)—(AC) drop (B,D)

plain forwarding program
P .
l structural rewrite
a set of policies, A
c.h.aracterlzmg P reflects 3.
legitimate packets

renders the
security hole

2




a formulation with the chase

a datalog query 1
P

the chase

A

data dependencies J P’=P on data '
z . .
satisfying 2

plain forwarding program
P

1 structural rewrite

a set of policies, A
c.h.aracterlzmg P reflects 3.
legitimate packets
. renders the
security hole




a formulation with the chase

a datalog query
P l
data dependencies /
5 P’=P on data
satisfying 2
the chase

= given a data dependency O (€2)

= eliminates “useless” evaluation in P by an intuitive structural
rewrite (adding/collapsing/updating elements in the query)



the chase

/* P: reachability (forwarding) along

RIR2R3 */

R(XIY) - F(frxrylrxrl)r F(flleyzlllz)l
F(f,x3,y3,2,3), F(f,x4,vy4,3,4),
F(frxer51415)l F(flxsly61516)l
F(f,x7,y,6,y).

%% permitting header modifications
% F(Flow, Source, Destination, Location, Next-hop)

k: a key dependency §
y=y’:- F(f,x,y,u,w)
F(f,x",y",u",w").

oYV

tableau query

P

body

head

F S DLN

f xyix1
fX2Y212

f x3y32 3
f x4y43 4
fxs5ys45
f X665 6
fx;y 67

XY



the chase

/* P: reachability (forwarding) along

RIR2R3 */

R(XIY) - F(frxrylrxrl)r F(flleyzlllz)l
F(f,x3,y3,2,3), F(f,x4,vy4,3,4),
F(frxer51415)l F(flxsly61516)l
F(f,x7,y,6,y).

%% permitting header modifications
% F(Flow, Source, Destination, Location, Next-hop)

k: a key dependency §
y=y’:- F(f,x,y,u,w)
F(f,x",y",u",w").

oYV

tableau query

P

body

head

F S DLN

f xyix1
fxy112
f x3y32 3
f x4y43 4
fxs5ys45
f X665 6
fx;y 67

XY



the chase

/* P: reachability (forwarding) along

RIR2R3 */

R(XIY) - F(frxrylrxrl)r F(flleyzlllz)l
F(f,x3,y3,2,3), F(f,x4,vy4,3,4),
F(flxsly51415)l F(flxsly61516)l
F(f,x7,y,6,y).

%% permitting header modifications
% F(Flow, Source, Destination, Location, Next-hop)

k: a key dependency §
y=y’:- F(f,x,y,u,w)
F(f,x",y",u",w").

oYV

tableau query

P

body

head

F S DLN

f xyix1
fxy112
f x3y123
f x4vy134
fxs5y145
f x6y15 6
f x7vy167

X Vi



R(XIY) -~ F(f/x/ylrx/ )/ F(f/leyzl ’ )/
F(f,X3,Y3, y3), F(f,X4,Y4, ' 4), P
F(f,X5,Y5, 79 o F(fIXGIYGI ,0),

F(£,x7,y,6,y).

body

y=y’ :- F(f,x,y,u,w),?
F(f,x",y" ,u’" ,w') 4§

head

R(X,Y1 ) :_F(flxlyllxl )IF(frxzrylr ’ )r
F(fIX3lyll 7 =) g F(fIX4,Y1, ' 4),
F(fIX5,Y1, 720 g F(f,X6,Y1, , 6)
F(£,x7,y1,6,y1 ).

4

tableau query

F S DLN

f xyix1
fxoy112
fx3y123
fx4vy134
fxsy145
f x6y156
f x7vy167

X Vi



the chase

/* P: reachability (forwarding) along

RIR2R3 */

R(XIY) - F(frxrylrxrl)r F(flleyzlllz)l
F(f,x3,y3,2,3), F(f,x4,vy4,3,4),
F(frxer51415)l F(flxsly61516)l
F(f,x7,y,6,y).

%% permitting header modifications
% F(flow, source, destination, location, next-hop)

k: a key dependency ;
y=y' :- F(£,x,y,u,w) ]
F(f,x’,y’,u’,W’){ 

/* P’: the result of chasing r with k */

R(x,yl ) :-F(f,x,y1l,x,1) F(f,x2,y1,1,2),
F(f,x3,y1,2,3), F(f,x4,y1,3,4),
F(f,x5,y1,4,5), F(f,x6,yl1,5,6),
F(f,x7,y1,6,y1 ).



the chase, limitation

/* P: reachability (forwarding) along

RIR2R3 */

R(XIY) - F(frxrylrxrl)r F(flleyzlllz)l
F(f,x3,y3,2,3), F(f,x4,vy4,3,4),
F(flxslysl415)l F(flxsly61516)l
F(f,x7,y,6,y).

%% permitting header modifications
% F(flow, source, destination, location, next-hop)

k’: k restricted to RZ2
and source other than

1.2.3.4

Y=Y,:_ F(fIxIY1213)r
F(£,x",y",3,4),
x#1.2.3.4.

k: a key dependency 3
Y=Y'!— F(flxIYIulw)l?
F(flxllyllullwl);:

/* P’: the result of chasing r with k */

R(x,yl ) :-F(f,x,y1l,x,1) F(f,x2,y1,1,2),
F(f,x3,y1,2,3), F(f,x4,y1,3,4),
F(f,x5,y1,4,5), F(f,x6,yl1,5,6),
F(f,x7,y1,6,y1 ).




the chase, limitation

P F S DLN

/* P: reachability (forwarding) along

RIR2R3 */

R(x,y) :- F(£,x,y1,x,1), F(£,%2,y2,1,2), body| T X ¥223
F(f,x3,y3,2,3), F(f,x4,y4,3,4), f x4 4
F(f,x5,y5,4,5), F(f,x6,y6,5,6), X3¢1-2-3-4?b
F(f,x7,y,6,y). R

56 permitting header modifications head X y

% F(flow, source, destination, location, next-hop)

k’: k restricted to RZ2
and source other than

1.2.3.4

Y=Y,:_ F(fIxIY1213)r
F(flx, IY, 1314) 14
x#1.2.3.4.

k: a key dependency ;
y=y' :- F(£,x,y,u,w) ]
F(f,x’,y’,u’,W’){ 

/* P’: the result of chasing r with k */

R(x,yl ) :-F(f,x,y1l,x,1) F(f,x2,y1,1,2),
F(f,x3,y1,2,3), F(f,x4,y1,3,4),
F(f,x5,y1,4,5), F(f,x6,yl1,5,6),
F(f,x7,y1,6,y1 ).




the chase, strength

dependency O (€2) as general
implication
-P(X,Y)—= IZY(Y,Z)

= X,Y,Z are vectors of variables, @ and ) are
conjunction of predicates (including equations)

= subsume all common (integrity) constraints in
database applications

chasing with a set 2 is Church-

Rosser

= terminates with a unique result
= the order of applying 0 (€2) is insignificant



the chase, strength & limitation

dependency O (€2) as general
implication

- CID(X,Y) — EIZ.L|J(Y,Z) ——too limited for
= X,Y,Z are vectors of variables, ® and Y are —inetwork policies

conjunction of predicates (including equations)
= subsume all common (integrity) constraints in
database applications

chasing with a set 2 is Church-

Rosser

= terminates with a unique result
= the order of applying 0 (€2) is insignificant




extend the chase to networking

dependency O (€2) as general our
implication contribution
-CI)(X,Y)_’ EIZLIJ(Y,Z) —— richer

dependencies
(of network
policies)

= X,Y,Z are vectors of variables, @ and ) are
conjunction of predicates (including equations)

= subsume all common (integrity) constraints in
database applications

chasing with a set 2 is Church-

Rosser —— retain the
- terminates with a unique result Church-Rosser
property

= the order of applying 0 (€2) is insignificant




extend the chase, insight

P F S DLN

/* P: reachability (forwarding) along

RIR2R3 */

R(XIY) - F(frxrylrxrl)r F(flleyzlllz)l body
F(f,x3,y3,2,3), F(f,x4,vy4,3,4),
F(flxslysl415)l F(fIXGIYGISIG)I
F(f,x7,y,6,y).

%% permitting header modifications hasdl Xy
% F(flow, source, destination, location, next-hop)

k’: k restricted to RZ2
and source other than

1.2.3.4

Y=Y,:_ F(fIxIY1213)r
F(£,x",y",3,4),
x#1.2.3.4.

k: a key dependency 3
Y=Y'!— F(fIxIYIqu)I?
F(flxllyllullwl);:

/* P’: the result of chasing r with k */ iﬂﬂ

R(x,yl ) :-F(f,x,y1,x,1),F(£f,x2,y1,1,2), view P (body) as an
F(£,x3,y1,2,3), F(£,x4,y1,3,4), incomplete database
F(f,x5,y1,4,5), F(f,x6,y1,5,6), instance,

F(f,X7rYl16/Y1 ) . evakmielC'On[)



faure-log

a datalog variant for incomplete information

/* network query on symbolic state */
H(u) [C(u)] :- B1(ul), -, Bn(un), [C1l(ul), - --,Cn(un)].

5 u,ul,...,un are tuples with constants and variables (conditioned by
constraints C,C1,..,Cn)



faure-log, richer dependencies

a datalog variant for incomplete information

/* network query on symbolic state */
H(u) [C(u)] :- B1(ul), -, Bn(un), [C1l(ul), - --,Cn(un)].

5 u,ul,...,un are tuples with constants and variables (conditioned by
constraints C,C1,..,Cn)

faure-log dependencies, for network policies

/* network dependencies chasable on symbolic states */
H(u) :- Bl(ul), --,Bn (un ), [Cl(ul), - ,Cn(un)]. ° tgd: the presence
of Bi’s under the conditions Ci’s implies H

[x/y, C(u)] :- Bl(ul), -+, Bn(un),[Cl(ul), ' ,Cn(un)]. ° cgd:
substitute symbol x for y, Ci’s are conjunction of (1n)equality and
auxliliary predicates



generalize the chase step

generalize the substitution of the chase to faure-log evaluation

Algorithm 1: The chase with fauré-dependency

10
11

input :

output: r —, r

fauré-log rule r : Hy : —B;[¢y],
fauré- dependency o : H, [X/y,wg] : —Bo |05 ]

equality generation

instantiate By|¢,| into c-tables D ;
let g be Hy o] : —Bo|P0o] ;
let H, [¢),] = q(D) by fauré-log evaluation ;
if H, [¢.] is empty;
then halt
else

end

end

let ¢ = e {x/y}, ¢o = do{x/y} ;
if &, N gbo Al is UNSAT then halt;

else let I' be H. {X/Y} —Br{X/Y}7 HlO‘? [¢;7 ¢/0'7 %/7]
return r ~~ Z

dependency (egd)

collapsing atoms in

the rule




generalize the chase step

generalize the substitution of the chase to faure-log evaluation

Algorithm 1: The chase with fauré-dependency

10
11

input : fauré-log rule r : Hy : —By|o:],

output: r —, r

instantiate By|¢,| into c-tables D ;

faure’—de,pendency o E[X/ ¥, Vo] i —Bo o] tuple generation
dependency (tgd)

let q be Hy [1)o] : —Bo 0] ;

let H,[¢,] = q(D) by fauré-log evaluation ;

N

if H, [¢.] is empty; generate the new

then halt

end

else

end

(implied) atoms by
faure-log

let @7 = ¢:{x/y}, o = Po{x/y} ;
if ¢ A\ @ Al is UNSAT then halt;

else let T’ be Ho{x/y} : —B:{x/y},Hy, [¢%, &0, o]

-

return r’; add new atoms in the
rule




generalize the chase step

generalize the substitution of the chase to faure-log evaluation

Algorithm 1: The chase with fauré-dependency

10
11

input : fauré-log rule r : Hy : —By|o:],

output: r —, r

fauré-dependency o : Ho[x/y, 5] : —Bo|do]
, s

instantiate By|¢,| into c-tables D ;
let g be Hy[Yo] : —Bo |00 ] ;
let H, [¢)5] = q(D) by fauré-log evaluation ;
if H, [¢.] is empty;
then halt
else

end

end

let @7 = ¢:{x/y}, o = Po{x/y} ;
if ¢ A\ @ Al is UNSAT then halt;

else let " be H,{x/y} : —B.{x/y},H,, [dr, di, L]
return r'’;

systematic
management of
semantic constraints
—in the conditional
tables (c-tables)




generalize the chase step

incompatible O leads to invalid output rule (halt)

Algorithm 1: The chase with fauré-dependency

input : fauré-log rule r : Hy : —B;|[¢],
fauré-dependency o : Hy [x/y, Vo] : —Bo|ds]
output: r —, r’

1 instantiate By|¢;] into c-tables D ;

2 let q be Hy[¢)5] : —Bo|do] ;

3 let H [¢);,] = q(D) by fauré-log evaluation ;
4 i B [ibo] is empry;

5 then halt
6 else
7 let ¢r = o {x/y}, b0 = do{x/y} ;
8 if ¢, N\ ¢, A1), is UNSAT then halt;
9 else let ' be H,{x/y} : —B.{x/y},H,, [dr, di, L]
return r’;
10 end

(application of)

—incompatible policies

renders an impossible
network behavior

that cannot be
described any fauré-log
rule




the new chase

given a set of faure-log dependencies
2={0\,...,0n},n=1, chase a program P with 2 by

= repeatedly chase each rule r € P with a randomly selected
fauré-log dependency 0 € 2



preserving Church-Rosser

Church-Rosser: regardless of the order of applying 0 (€2), the
chase of 2 yields a unique result

one chase step '

SiC &’—-~“ s” TN 0 &’—-~“ e” TN
the s @ LT T T LT
chase (of 2) Yeaov S e




preserving Church-Rosser

Church-Rosser: regardless of the order of applying 0 (€2), the
chase of 2 yields a unique result

unique rule
--------
. pirs
-y s T Y. mm e mmy
T T SsLL == P T Y .
e N mapmpm== -~

M " -"a == : s~ - "
the classic a7, T Oi AR .’ ,‘®
r oL > oL
chase (of 2) . “oe .. :
A 3 4

-----
~ =" S=a
~~~~~
-mm -

-- .y
.......
______

L d
~~~~~
------



preserving Church-Rosser

Church-Rosser: regardless of the order of applying 0 (€2), the
chase of 2 yields a unique result

__________
P n

......... < L Laemmmmee
'¢' _____________ ~~~
the classic TN T o] et “___\:
r ‘s " > \‘ "
chase (of 2) . “oe .. 4( )
* Y4
Seeeae=mT TN \~ '4’ __________________ ’
a compatible sequence of
policies
fauré-log dependency
the new ¢'—-~*‘ PR N : ,'—-~~‘ PRI N
. . R oA OI > P . R oA rl

chase (of 2) : Selaet St



preserving Church-Rosser

Church-Rosser: regardless of the order of applying 0 (€2), the
chase of 2 yields a unique result

__________
P n

--------- g ". _—‘----..'~
. o T P
the classic a7, R Oi AR ’x"‘\‘®
r AR s’ > AN s’
chase (of 2) . “oe .. :
. Y4
SeaLla="TTEs \~ " __________________ ’
an incompatible sequence
of policies
I Y halt
the new "&'—-~*‘ e”T TN : ,'—-~~‘ PRI N
)’ . 2 A Oi > ’ . 2 A

chase (of 2) : tellet tellet



preserving Church-Rosser

Church-Rosser: regardless of the order of applying 0 (€2), the
chase of 2 yields a unique result

__________
P n

--------- d ". _—‘-----.'~
'¢' _____________ ~~~
the CIaSSiC ':¢'—-~*‘ ’¢‘-.‘~‘ O; '¢'—-~*‘ ’¢'-.'~‘<®
r oL > oL
chase (of 2) “a- .. ,4
"""""" ~.._  |another compatible
sequence of policies
L., R ——
"’——- ~.______—‘ “fmnnm=" ..*
¢ 2 ------------------ 4 halt
the new DA pem RARER L

chase (of &) F Seoaet Seoaet i



preserving Church-Rosser

Church-Rosser: regardless of the order of applying 0 (€2), the
chase of 2 yields a unique result
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preserving Church-Rosser

Church-Rosser: regardless of the order of applying 0 (€2), the
chase of 2 yields a unique result
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moving forward

formalization
=formalize fauré-log based chase

recursion
- extend the new chase to recursive faure-log?

termination analysis

= non-deterministic / deterministic variants
= domain-specific notion of compatibility (of network policies)

empirical study

= benchmarking performance of the new chase on network
policies



conclusion

(packets)
objects

ad-hoc protocols, more
systematic software
defined networking

ping, traceroute, formal
analysis with stronger
guarantee

cause
(why/how)

A

semantics-based network transformation

with the new chase algorithm

® accommodates richer dependencies
of network policies

® preserves Church-Rosser

faure- )

semantics ( .
dependencies

(fauré-log) structure




